
 

 

 



 



  



 



 

 

 

 



 



 



  





 

 

Online Risk Assessment 

Activity Risk Who Likelihood Impact Score Mitigating Action 

Exposure to 
inappropriate online 
content. 

• Commercial – adverts, spam, 
sponsoring, personal 
information. 

• Extremist – violent/hateful 
content/ 

• Sexual – pornography or 
unwelcome sexual content. 

• Values – bias, racist, 
misleading information or 
advice, fake news 

Pupils & 
Staff 

1 3 3 Filtering system 
Reporting mechanism 
ICT Support Service 
Annual testing of filtering system 
Acceptable User Policy (AUP) 
Parental engagement 

Inappropriate online 
content. 

• Aggressive – bullying, harassing 
or stalking. 

• Sexual – harassment and 
grooming. 

• Values – self-harm, welcome 
persuasions. 

Pupils & 
Staff 

1 3 3 Online Safety Policy 
Filtering system 
Annual testing of filtering system 
Appropriate monitoring 
Reporting mechanism 
Computing curriculum 
PSHE & RSHE curriculum 

Inappropriate online 
behaviour 

• Commercial – illegal 
downloading, hacking, 
gambling, financial scams, 
terrorism. 

• Aggressive – bullying, 
harassment. 

• Sexual – peer harassment, 
creating or uploading 
inappropriate material. 

• Values – providing misleading 
information, fake news. 

Pupils & 
Staff 

2 1 2 Child Protection policy 
Online Safety policy, including AUP 
Staff Code of Conduct 
Filtering system 
Appropriate monitoring  
Reporting mechanism 
PSHE & RSHE curriculum 
Computing curriculum 

Harmful contract 
risks 

• Contractual arrangements that 
may be unfair or exploitative, or 
which may pose security, safety, 
or privacy risks. 

Pupils & 
Staff 

2 2 4 Filtering system 
Appropriate monitoring 
Reporting mechanism 
PSHE & RSHE curriculum 
Technology and infrastructure security 



 

 

Cyber and 
information 
security. 

• Data Protection – data loss or 
compromised. 

• Security intrusion – information 
or access is compromise, e.g. 
hack or malware. 
 

Staff 2 3 6 Online Safety policy, including AUP 
Staff Code of Conduct 
Data Protection policy 
Anti-virus protection installed and 
regularly updated 
Two factor authentication 
NCSC Cyber security training 

Pupil laptops • Pupils taking laptops home – 
access to unfiltered content by 
removing or circumnavigating 
the filtering system. 

•  

Pupils 1 3 9 Acceptable User policy 
Filtering system 
Appropriate monitoring 
 

Safeguarding. • Staff capability to recognise, 
respond and report issues or 
concerns. 
 

Staff `1 3 3 Child Protection policy 
Safeguarding training plus refresher 
Online Safety policy 
Online Safety training at induction plus 
refresher 

 


